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DETAILED ACTION 

1 . Claims 2-17 have been examined. 

Pr/orrtyForeign priority has been claimed in this application. 

3. Acknowledgment is made of applicant's claim for foreign priority based on an 
application filed in Germany on 4/30/1999. It is noted, however, that applicant has 
not filed a certified copy of the German application as required by 35 U.S.C. 1 19(b). 

4. The effective priority date for the subject matter in the pending claims in this 
application once the paper has been received will be 4/30/1999. 

Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

5. Claims 2-17 are rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply 
with the written description requirement. The claim(s) contains subject matter which 
was not described in the specification in such a way as to reasonably convey to one 
skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. 

6. Claim 1 1 recites: "the sender using the at least one pair of the signing key and the 
selected sequence number to form a signature for a message". The specification 
discloses taking a pair of sequence numbers and signing keys and using the signer 
to determine the signature for the message" (pg. 5 lines 31-35). However, claim 1 1 
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continues: "using the check key and the determined sequence number to form a 
calculated signature" but the specification suggests that the check key is passed to a 
signature checker together with the message to verify the signature (pgr. 6 lines 29- 
35). Although the specification recites "the sequence number" it fails short of 
teaching "using the check key and determined sequence number to form a 
calculated signature". 

7. Claim 9 comprising the limitation: "the check key and the determined sequence 
number being used to form a calculated signature for comparison to the signature of 
the data message block" is similarly rejected. 

8. Claim 13 recites: "when a data set is received at the receiver, producing a new value 
of the sequence number". Even though the specification discloses "these pseudo- 
random number generators produce a sequence of new numbers in each case until 
the cycle ..." it fails short of disclosing that a new value is produced when a data set 
is received at the receiver. 

9. Claims 2-8, 12, 14-17 are rejected by virtue of their dependence. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

10. Claims 2-17 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter 
that applicant regards as the invention. 
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1 1. As discussed above claim 1 1 recites: "the sender using the at least one pair of the 
signing key and the selected sequence number to form a signature for a message". 
The specification discloses taking a pair of sequence numbers and signing keys and 
using the signer to determine the signature for the message" (pg. 5 lines 31-35). 
However, claim 1 1 continues: "using the check key and the determined sequence 
number to form a calculated signature" but the specification suggests that the check 
key is passed to a signature checker together with the message to verify the 
signature (pg. 6 lines 29-35). Although the specification recites "the sequence 
number" it fail short of teaching "using the check key and determined sequence 
number to form a calculated signature". 

12. It is not clear whether there is a problem with the written description, or 
understanding of the specification and claim language. 

13. The specification suggests that method relating to creation of signatures has been 
described frequently and comprehensively in the cryptographic literature (pg. 5 lines 
34 - pg. 6 line 6). In the literature, the same set of data (or at least corresponding 
set of data if public cryptography is used) is used in the signature verification as in 
the signature creation (e.g. Stallings, pg. 247-249). 

14. For purposes of further examination and in light of the supporting drawing the 
limitation "the sender using the at least one pair of the signing key and the selected 
sequence number to form a signature for a message " is treated as "the sender using 
the at least one pair of the signing key and the selected sequence number to form a 
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data set that contains a signature for a message " (the specification pg. 6 lines 8-11 
and the middle part (refereeing to the sender 20) of the Fig. 1). 

15. The limitation: "using the check key and the determined sequence number to form a 
calculated signature" is treated as using the check key that is derived from the 
determined sequence number in forming a calculated signature. 

16. Similarly, the recitation: "the check key and the determined sequence number being 
used to form a calculated signature for comparison to the signature of the data 
message block" is treated as "the check key and the determined sequence number 
being used to derive the check key that is used in forming a calculated signature for 
comparison to the signature of the data message block". 

17. Claim 9 discloses a similar problem ("the check key and the determined sequence 
number being used to form a calculated signature for comparison to the signature of 
the data message block") and is similarly rejected. 

18. Claim 13 recites: "when a data set is received at the receiver, producing a new value 
of the sequence number". It is not clear whether the limitation is directed to the 
control center that creates a new value of the sequence number and if it is so the 
meaning of "when" is not clear. It is not clear whether as soon as the data set 
reaches the receiver a new value is created, whether the control center waits for the 
response etc. Perhaps the limitation is directed to the sender receiving the data set 
upon which the sender retrieves (generate) a new value of the sequence number for 
the received data. For purposes of further examination the phrase is treated as best 
understood. 
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19. Claims 2-8, 12, 14-17 are rejected by virtue of their dependence. 
Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

20. Claims 2-7, 9, 11-13 and 16 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Hoffmann etal. (U.S. Patent No. 5608800). 

21. As per claim 11 Hoffmann etal. teach a control center producing one or more 
sequence numbers (random data Z), and using one of the sequence numbers and 
the common main key (coupling data K) creating a signing key (symmetric key E) by 
means of one-time encryption (col. 3 lines 37-43). The signing key and the 
sequence number is provided to the sender via a secure transmission (a control 
center and a sender are both within a transmitter) and the sender using the signing 
key forms a signature for a message (col. 1 lines 44-46 and col. 3 lines 19-22). 
Furthermore Hoffman et at. teach a control center sharing undiscoverable main key 
with a receiver as well as sending the message to the receiver via a data set 
containing at least the message and the (enciphered) signature (S/E) (col.3 lines 45- 
52). Hoffman et al. teach determining the sequence number from the received data 
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set (col. 3 lines 65-67), passing the sequence number through a one-time encryption 
to produce a check key (col. 4 lines 1-3) and using the check key to verify the 
signature of the message (col. 4 lines 4-7). 

22. Hoffman et al. teach the limitation of claim 5 in col. 3 lines 37-38. 

23. Claims 2-7 and 9 are substantially equivalent to the limitations of claim 11; therefore 
claims 2-7 and 9 are similarly rejected. 

24. As per claims 13 and 16 the pseudo-random number generator must have an initial 
value in order to provide any output. Also, since the pseudo-random number 
generator creates a new value whenever a message is to be transmitted a new 
value is created (col. 3 lines 34-53). Furthermore, as discussed above the same 
input must be used in creation of a signature (in non public key cryptography) in 
order for the signature integrity be verified. 



Claim Rejections - 35 USC § 103 

25. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

26. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hoffmann et 
ai (U.S. Patent No. 5608800) in view of Horstmann (U.S. Patent No 6009401). 

27. As per claim 8 Hoffmann et al. teach the receiver as discussed above. Hoffmann et 



al. does not explicitly teach the receiver maintaining a list of already used sequence 
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numbers, and rejects already used sequence numbers. Horstmann et al teach a 
receiver (the clearinghouse) maintaining a list of already used sequence numbers 
(used tickets) and rejects already used sequence numbers (Horstmann et al } cot. 5 
lines 21-27). 

28. It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to maintain a list of already used sequence numbers by a receiver and 
reject already used sequence numbers as taught by Horstmann et al. One of 
ordinary skill in the art would have been motivated to perform such a modification in 
order to avoid a replay attacks (Horstmann et al, col 5 line 22-23). 

29. Claims 10 and 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hoffmann et al (U.S. Patent No. 5608800) in view of Official Notice. 

30. Hoffmann etal teach random number generator as discussed above. 

31. Hoffmann etal. do not teach the generator producing a sequence number using a 
deterministic method. 

Official Notice is taken that it is old and well-known practice to use deterministic 
methods to produce numbers. One of ordinary skill in art at the time of applicant's 
invention would employ deterministic method number generation in order to have 
control over number generation wherein given the same input the same output could 
be generated. 

32. Hoffmann etal. also do not teach storing signing key and the selected sequence 
number in a smart card. 
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33. Official Notice is taken that it is old and well-known practice to use smart card to 
store (and transport) secure information such as signing keys and corresponding 
sequence numbers. One of ordinary skill in the art at the time of applicant's invention 
would have been motivated to use smart card to store signing keys and selected 
sequence numbers given benefit of security as well as convenience and portability. 

34. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hoffmann et 
al. (U.S. Patent No. 5608800) in view of Hoffman et al. (U.S. Patent No. 5613012). 

35. Hoffmann etal. teach the sequence number as discussed above. 

36. Hoffmann et al. do not teach that the sequence number comprise of one of 
decreasing numbers, numbers with a step interval greater than unity and numbers 
representing a data and time, the time including a number of seconds from an 
appointed start time. 

37. Hoffman et al. '5613012 teach that the sequence number comprise of one of 
decreasing numbers, numbers with a step interval greater than unity and numbers 
representing a data and time, the time including a number of seconds from an 
appointed start time (col. 97 lines 45-49). 

38. It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to include the sequence number comprise of one of decreasing numbers, 
numbers with a step interval greater than unity and numbers representing a data and 
time, the time including a number of seconds from an appointed start time. One of 
ordinary skill in the art would have been motivated to perform such a modification in 
order to easily identify each transmission. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Peter Poltorak whose telephone number is (571) 
272-3840. The examiner can normally be reached Monday through Thursday from 
9:00 a.m. to 4:00 p.m. and alternate Fridays from 9:00 a.m. to 3:30 p.m. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571) 272-3838. The fax phone 
number for the organization where this application or proceeding is assigned is 
(571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 





